NHOOPMAILIMOHHAA ITAMATKA
JUI OBYHAIOIIMXCA 1JI51 PASMEIIEHW A

HA O®OUIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM roJIOM MOJIOAEKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a IIKOJBbHUKH OJHU M3 CaMBIX
aKTUBHBIX MoJib30BaTenel PyHera. Mexnay TeM, MIOMHUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HEeCeT U MpoOIeMbl. ITa naMsATKa J0HKHA TOMOYb Tebe 0€30IacHO HAXOUTHCS B CETH.
KommbroTepHsie BUpyChI

KomnproTepHblii BUpYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJII€TCSI CHOCOOHOCTh K pa3MHOXKEHUI0. B onosiHeHne k 3ToMy, BUPYCHI
MOTYT MOBPEIUTh WM TOJHOCTBIO YHUYTOXUTh Bce (ailibl M JaHHbIE, HOJKOHTPOJIbHBIE
MOJIH30BATENI0, OT UMEHH KOTOPOTro ObLIa 3aImyleHa 3apakeHHasl MporpaMma, a TakKe IMOBPEIUTh
WIN JJa)Ke€ YHUYTOXXUTH ONEPALMOHHYI0 CHCTEMY cO BceMH (paiimamu B menoM. B GonbiimHCTBe
CJIy4aeB paclpOoCTPAHSIIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToibl 3aLIUThI OT BPEIOHOCHBIX MPOrPaMM:

1. Vcionb3yii COBpEMEHHbIE ONEPALMOHHBIE CHCTEMBI, UIMEIOINE CEPhE3HBIH YPOBEHb 3alUThI OT
BPEIOHOCHBIX IPOrpamm;

2. TlocrossHHO ycTaHaBinMBal ma4ytu (UUGPOBBIE  3aIIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABIIMBAKOTCS C LIENbI0 AOPA0OTKU MPOrpamMMbl) U Jpyrue OOHOBJIEHHUS CBOEH ONepalnnOHHON
cuctembl. CkaunBail MX TOJIBKO C OpUIHMATIBHOTO caiiTa pazpadoTunka OC. Eciu cymecTByeT pexxum
ABTOMAaTHYECKOT0 OOHOBJIEHMSI, BKIIIOUH €T0;

3. Paborail Ha cBOoeM KOMIIBIOTEpE IOJ IpaBaMH I0JIb30BaTelNs, a HE aAMHHUCTpATOpa. JTO HE
HO3BOJIUT OOJIBIIMHCTBY BpPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HAa TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. MUcnone3yll aHTUBHPYCHBIE IPOrpaMMHBIE NPOAYKTHI H3BECTHBIX HPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3NUECKUH TOCTYI K KOMIIBIOTEPY I HOCTOPOHHUX JIUII;

6. Micnionb3y#i BHEIIHUE HOCUTEIH HH(MOpMAIMY, TaKUe Kak (iemka, AUCK WK (aiiia U3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (hailsibl, MOTy4YEHHBIE W3 HEHAJEKHBIX HCTOYHHMKOB. Jlaxe Te
¢aiinbl, KOTOpBIE TMPUCTAN TBOM 3HAKOMBIN. JIyulle yTo4HM y HEro, OTIIPABIISUI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 370 He BHJ mepenayd AaHHBIX, HE TEXHOJOIHsS, a BCEro JHIIL OpeH, mapka. Eme B 1991
rofly HUAEpJIAaHACKas KoMmaHus 3aperucrtpupoBana Openn "WECA", uyro o0o3Hauano
cinoBocouetanue "Wireless Fidelity", koTopsrii mepeBoauTcs Kak "GecpoBoHAS TOYHOCTH".

Jlo Hamero BpeMeHH JolLIa Apyras ab0peBuaTypa, KOTopas sSBJISETCS TaKOH K€ TeXHOIOTuel. IT1o
ab0peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHIAPT BbICIIEH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBoze o3HauaeT "BbICOKAsi TOYHOCTH".

Ja, OecrmnaTHBIi WHTEpHET-IOCTYH B Kade, OTeIsIX U a’pomoprax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BbIXOJIa B MHTEpHET. HO MHOTrHe 3KCnepThl cYMTaoT, yTo obmenoctymnusie Wi-Fi
CETH HE SABISIOTCS O€30MaCHBIMU.

CoBeTsl 110 6€30MaCHOCTH PabOTHI B 00MIENOCTYIHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro muuHyto nH(popmanuto yepe3 obmenoctynusie Wi-Fi cetn. PaGoras B HEX,

JKCJIATCJIIBHO HE BBOJAUTD IMApPOJIMU JOCTYIIA, JOTUHBI U KAKHC-TO HOMEPA,



2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM caMbIM Thl 00€301MacHUIIIb
ce0st OT 3aKa4yKu BUpyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnonszoBannu Wi-Fi otxmroun ¢ysakmuio "OOmmid moctym K QaitiaMm u mpuHTepam'.
Jannas ¢yHKIUS 3aKphITa 110 YMOJTYAHUIO, OJHAKO HEKOTOpHIE MOJIH30BATENN aKTHBHPYIOT €€ s
yA00CTBa UCIIONIB30BaHUS B pab0oTe WU yueoe;

4. He ucnone3yii nmyonuuneii WI-FI qst mepegaum JTMUHBIX JaHHBIX, HApUMEpP JIS BBIXOJAa B
COLIMAJIbHBIE CETH WJIU B AJIEKTPOHHYIO T10UTY;

5. Ucnone3yit Tonpko 3ammmieHHoe coennnenue yepe3 HTTPS, a ue HTTP, T.e. mpu HaGope BeO-
anpeca BBoau uMeHHoO "https://";

6. B mo6uneHoM Tenedone otkmroun pynkuumio "llonkmouenne xk Wi-Fi aBromatmuecku". He
JIOTTyCKal aBTOMaTHIECKOT0 TOIKITIOYSHHsI yeTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero coriacwus.
CouuasibHble ceTH

CoupasibHble CETH AKTUBHO BXOSAT B HAIy >KU3Hb, MHOTHE JIOAM paboOTalOT M JKUBYT TaM
MOCTOSTHHO, a B Facebook yke 3apeructpupoBaH MUJUIHAP/ YETIOBEK, YTO SIBISETCS OJHOU CEIBbMOM
BCEX JKHUTEJNEW IUIaHeThl. MHOTHE IMOJIb30BaTeIN HE MOHUMAIOT, YTO MH(OpMaLus, pa3MelleHHas
UMM B COLIMAIBHBIX CETSAX, MOXKET OBbITh Hai/leHa W HCIIOJIb30BaHA K€M YTOJHO, B TOM YHUCIIC HE
00s13aTeNbHO ¢ OIaruMyU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30IACHOCTH B COIUAIIBHBIX CETSIX:

1. Orpannyb ciucoK Apy3el. Y Te0s B Ipy3bsiX HE JTOJDKHO OBITh CIyYallHBIX MU HE3HAKOMBIX JIIOCH;
2. 3ammmiaii CBOIO 4YacTHYIO >kKM3Hb. He ykaspiBail maponu, TenedoHBI, aapeca, OaTy TBOETO
POXKACHUSA U JPYTYI JHYHYIO HHQOPMAIHIO. 3JIOYMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXKe
nHGOPMAITUIO O TOM, KaK Thl M TBOM POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammuinail CBOIO peryTauio - JepXKH €€ B YHCTOTE U 33/aBail cebe BOIPOC: XOTeN OBl Thl, YTOOBI
Jpyrue NoJIb30BaTENN BHICIH, YTO ThI 3arpykaemb? [lomymai, mpexze 4em 4To-To OImyOIMKOBaTh,
HaIKCcaTh U 3arpy3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEAIBHOE UMl U IPYTYIO
JUYHYIO0 HHPOPMAIIUK: UMSI, MECTO JKUTEIILCTBA, MECTO yueObl M IIpoUee;

5. W30eraii pasmenienus gororpaduii B IHTepHETE, T1e Thl H300pakKeH HA MECTHOCTH, IO KOTOPOU
MOJKHO OTIPEJICIIUTH TBOE MECTOTIOJIOKEHNUE;

6. IIpu peructpauu B COIUAIBHONW CETH HEOOXOIMMO UCIOIb30BAThH CIO0XKHBIE MApPOJIU, COCTOSIINE
u3 OyKB ¥ IU}p U C KOIUIECTBOM 3HAKOB HE MEeHee §;

7. Ang coumanbHOM CETH, MOYTHl M APYTrUX CAWTOB HEOOXOAMMO HCIOJIb30BaTh pa3HbIe Mapojiu.
Torma eciu Te6s B370MAIOT, TO 3JI0YMBIIUIEHHUKY TIOTyYaT IOCTYH TOJBKO K OJHOMY MECTY, a HE BO
BCE cpasy.

DNEKTPOHHBIE J€HBIU

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA CIOCOO MiaTeKel, OJJHAKO CYIIECTBYIOT MOLICHHHUKH,
KOTOPBIC XOTSAT MOIYIUTh ITH JE€HBT .

DNEeKTPOHHBIC ICHBI'M TOSIBIIIMCH COBCEM HEJAaBHO M MMEHHO M3-3a 3TOT0 BO MHOTHX TOCYIapCTBax
JI0 CUX TOp HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HHUX YK€ MPOMHMCAHO B 3aKOHE, IJI€ MX pa3JessioT Ha
HECKOJIFKO BHJIOB - aHOHMMHBIE M HE aHOHMMHBIE. Pa3HHWIIA B TOM, 4TO aHOHUMHBIE - ATO TE, B
KOTOPBIX pa3peniaeTcs MpOBOIUTH oneparyu 0e3 HIeHTH(PUKAIINN TI0JIh30BaTelNsl, 8 B HEAHOHUMHBIX

I/I,[[eHTI/I(l)I/IKaLII/ISI MOJIB30BaTeNIs ABIIIETCS 00I3aTEILHOM.



Takxke cieqyer pa3iauyaTh JEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI FOCYIAPCTBEHHBIM BaJlOTaMm) W
AJIEKTPOHHbIE He(pUaTHBIEC AEHBIU (HE PaBHBI TOCYJAapPCTBEHHBIM BAJTIOTaM).

OcHOBHBIE COBETHI 10 0€30MmacHoi paboTe ¢ MEKTPOHHBIMU ACHBIAMU:

1. TTpuBsiku Kk cueTy MOOWIBHBIN TenedoH. DTO caMblii yIOOHBIH M OBICTPHIN CIOCOO BOCCTAaHOBHTH
noctyn K cuety. [IpuBsi3anHbIi TeaepOH MOMOXKET, eciii 3a0yenib CBOM MIATEKHBIN Mapoib WU
3aliielIb Ha CalT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonp3yii ogHOpa3oBbie maposd. [locine mepexona Ha YCHICHHYIO aBTOPHU3aIMIO TeOe yke He
OyzeT yrpoaTh OIacCHOCTh KPaXXM WIIM TIepeXxBaTa IUIaTeKHOTO MapoJis;

3. BwiGepu cnoxsbiii maponb. [lpectynmHukam OyAer He MPOCTO yrajaTh CIOXKHBIM Mapob.
HanexHble mapoiu - 3TO maposid, KOTOpbIE COAEp)KaT He MEHee 8 3HAaKOB M BKIIOUAIOT B ceds
CTpOYHBIE M MPOMUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB, TAaKWE€ KaK 3HAK JoJUIapa, QyHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCILIb.

DJIEeKTpOHHAs MoYTa

DNEeKTPOHHAs MOYTa - 3TO TEXHOJOTUS U MPEIOCTABISEMbIE €10 YCIYTH 110 NEPECHUIKE U MOIYYEHUIO
AIIEKTPOHHBIX COOOIIEHH, KOTOpBIE pAcIpeleNsioTcsl B  KOMIIbIOTepHOW ceTH. OObIYHO
3JIEKTPOHHBIN NOYTOBBIN SAIMIMK BBIVIAUT CIEAYIOIIMM 00pa3oM: UMS_T0JIb30BaTEIsI(@HUMS_JIOMEHA.
Taxoke Kpome nepeauu NpoCcToro TeKCTa, UMEeTCs BO3MOXKHOCTD IiepeiaBaTh (hailibl.

OcCHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ IEKTPOHHON MOYTOM:

1. Hamo BeIOpaTh MpaBUIIbHBIN NOYTOBBIN CEpBUC. B MHTEpHETE €cTh OrpOMHBII BHIOOP OeCTIaTHBIX
MOYTOBBIX CEPBHCOB, OJIHAKO JIydlle JOBEPSTh TEM, KOTO 3HAEIlb U KTO MEPBbIil B peUTHHTE;

2. He ykasbiBall B JMYHOM mouTe JMuyHyr0 uHopmanumio. Hanpumep, myume BbIOpath
"My3bIKaJIbHBIN _(haHaT@" mim "pok2013" BmecTo "Temal3";

3. Hcnonp3yil NBYX3TalmHYI0 aBTOPU3ALMIO. JTO KOrJa MOMHMO Mapojisi HY)KHO BBOJUTH KOJ,
IpUCcbUIaeMslii 1o SMS;

4. Boeibepu cnoxHbI Tapoiib. sl Ka)KAOro MOYTOBOTO SIIUKA JOJDKEH OBITH CBOW HAJIEKHBIH,
YCTOWYUBBIN K B3JIIOMY MapOJIb;

5. Eciin ecTh BOBMOKHOCTb HaIllMCaTh CAMOMY CBOM JIMUHBIM BOIIPOC, UCIIOJIb3YH 3TY BO3MOXKHOCTB;
6. Wcnonp3yil HECKOJIBKO IMOYTOBBIX SAIMMKOB. [IepBblil [UId 4aCTHOM MEpPENUCKU C ajgpecaTami,
KOTOPBIM ThlI JIOBEpsielllb. DTO 3JEKTPOHHBIA a/ipec HE HaJl0 WCHOJb30BAaTh IPU PErHCTPALMHM HA
dbopymax u caiTax;

7. He oTkpeiBail (aiiibl U Ipyrue BIOKEHHs B MUCbMaX, Jake €CJIU OHM MPULUINA OT TBOMX JIPY3€i.
Jlyuliie yTOUHU Y HUX, OTIIPABIISUIN JIM OHU Tebe 3TH (ailiibl;

8. Ilocne okoHyaHus1 pabOTHI HAa TOYTOBOM CEpPBHUCE MEPE]] 3aKPHITUEM BKJIAJKU C CAUTOM HE 3a0yab
Ha)xaTb Ha "BeriTu".

KuGepOyninuHr uiu BUPTyalIbHOE U3AEBATEIHLCTBO

KubepOymmuar - mpecnenoBaHHe COOOIIEHUSIMH, COAEP)KAIIMMHU  OCKOPOJICHMS, arpeccHio,
3allyrMBaHNe; XYJIUTAHCTBO; COIHMAbHOE OOMKOTHPOBAHME C MOMOIIBIO PA3IUYHBIX HWHTEpPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 00pbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiicsa B 6oif. Jlyummii crioco0: TOCOBETOBATHCS KaK ce0s BECTH U, €CIIM HET TOTO, K KOMY
MOYKHO OOpaTHUThCS, TO BHadaje YCHOKOMThCA. Eciu Thl Ha4yHENIb OTBEYaTh OCKOPOJIECHUSMH Ha
OCKOPOJIEHUS, TO TOJBKO €llle OO0JIbIIE PAa30kKIKEIIb KOH(DIMKT;

2. YnopaBnsii cBoel kubeppenyTaiueit;



3. AHOHMUMHOCTH B ceTH MHHUMas. CyIlecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 3a aHOHUMHBIM
aKKayHTOM;

4. He cTOMT BECTH XYyJWTAaHCKUH 00pa3 BUPTyaIbHOH >ku3HH. VHTEepHET (DUKCHpyeT Bce TBOM
JNEHCTBUS M COXpAHSIET UX. Y AaUTh UX Oy/AeT KpaitHe 3aTpyTHUTEIHHO;

5. Cobmroail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OJHOpa30BbIE OCKOPOHWTEIbHBbIE COOOLICHHS —JIydIle
urHopuposatb. OOBIYHO arpeccust MpeKpamaeTcs Ha Ha4aIbHOM CTany;

7. Ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMH, B COITMAIBHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKUPOBKH OTIIPABKU COOOILEHUH C OIPEEIEHHBIX aJpECcoB;

8. Ecnu Thl cBuperenr kuOepOyiuimHra. TBou AeWCTBUS: BBICTYNHTb HPOTHB IpeciieIOBaTENs,
IIOKa3aTh €My, YTO €ro JEHCTBHS OLICHWBAIOTCS HETATHUBHO, MOJAJIEP)KATh JKEPTBY, KOTOPOU HyXHA
MICUXOJIOTMYECKast TIOMOIIb, COOOIUTH B3POCIBIM O (haKTe arpeCCUBHOTO TIOBEACHUS B CETH.
MoOunbHbIN TenehoH

CoBpemeHHble cMapT(HOHBI U IJIAHLIETH COlepKaT B ce0e BIOJIHE B3pOCIbIi (PYHKIMOHAI, U TENEph
OHM MOTYT KOHKYpUPOBaThb CO CTAllMOHAPHBIMHM KOoMIbOTepaMu. OIHAKO, CPEICTB 3aIUMUTHI JUIS
NOJIOOHBIX YCTPOMCTB MOKA OYEHb Majlo. TeCTUpOBaHKE U MIOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE
TaK UHTEHCHUBHO, Kak /i [1K, To e camoe kacaeTcs 1 MOOMIIBHBIX TTPHUITIOKEHHH.

CoBpemeHHble MOOWIIBHBIE Opay3epbl yXe MPaKTUYeCKH JOTHAIM HACTOJbHbIE AHAJIOTH, OJHAKO
pacmupenue GyHKIHOHAIA BIEUeT 32 COOOH OOJIBIIYIO CIOKHOCTh U MEHBUIYIO 3aIIUIIEHHOCTD.
Jlanexo He Bce MPOM3BOJMTENH BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUISL CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI I 0€30MMaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He siBisieTcst mo-HacTosimeMy OecruiaTHBIM. Byab ocTopokeH, Beap Korjga tede mpepiaraor
OecrutaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIC YCIIYTH,

Hymaii, npexxae yem ornpaBuTb SMS, ¢oro win Buaeo. Tel TOYHO 3Haellb, IIe OHU OyAyT B
KOHEYHOM HTOre?

Heo6xonumMo 0OHOBIISTH ONEPALIMOHHYIO0 CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yiit aHTUBUPYCHBIE IPOTPAMMBI JIsi MOOHMIIBHBIX TeNIE(OHOB;

He 3arpysxaii npuiioKeHus: OT HEU3BECTHOTO MCTOYHHKA, BEb OHU MOTYT COAEPXkKAaTh BPEAOHOCHOE
HIpOrpaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak THl BBIHACIIL C calTa, IJieé BBOAWI JMYHYIO WH(POPMALHUIO, 3aii1 B HACTPOUKHU
Opay3epa u ynaim cookies;

[leproanuecku npoBepsiii, Kakue IIaTHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;

JlaBaii cBoif HOMEp MOOHMILHOTO Tele(OoHa TOIBKO JIOIIM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEpSEIlb;
Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZIa ThI MM HE MOJIb3yembest. He 3a0biBaii MHOT/Ia IPOBEPSITH
3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UIPHI - 3TO KPAacOYHBIE, 3aXBATHIBAIOIIME DPA3BJICUYCHUS, OOBEIUHSIONINC
COTHHU ThICAY YEJOBEK MO BceMy MuUpy. Mrpoku ucciaenyroT NaHHBIA UM MHUp, OOIIAOTCS Jpyr ¢
JPYTOM, BBIMOJIHSAIOT 3aJIaHUs], CPAXKAIOTCS ¢ MOHCTPaMH M IOJIYYalOT OMbIT. 3@ YJOBOJILCTBHE OHU
IUIATSAT: MMOKYNAIOT JUCK, OTIAYMBAIOT Aa0OHEMEHT HJIH TPHOOPETAIOT KaKue-TO OMIINY.

Bce atu cpenctBa MayT Ha mojjiep)kaHME M pa3BUTHE UIPHI, a Takke Ha caMy Oe30MacHOCTB:
COBEpUICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBbIE MaT4yu (UM(POBbIE 3aIUIATKH IS

MpOrpaMM), 3aKpbIBAIOTCS YA3BUMOCTH CEPBEPOB.



B nonoOHBIX urpax CTOMT omacaThCsi HE CTOJBKO CBOUX COINEPHHUKOB, CKOJBKO Kpakh TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMU OOJIBIIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnmu apyroit urpok BemeT ceOsi TUIOXO WM CO3/aeT TeOe HENpPUATHOCTH, 3a0JOKHpYH ero B
CIIUCKE UTPOKOB;

2. lTloxanyiics aIMHHHCTPAaTOpaM UIPbl Ha IUIOXO€ IIOBEACHHE HTOT0 HWIPOKA, KEJIATEIbHO
IPUIIOKUTH KAKHE-TO JOKA3aTEeIbCTBA B BUIE CKPUHOB;

3. He yka3pIBaii muuHy0 HH)OpMAIHIO B Tpodaiisie urpsbl;

4. YBaxall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranarnuBaii HeopuImanbHbIC MATYH U MOJIBI;

6. Ucnionb3yii crokHbIe U pa3HbIe MapOJIH;

7. Jlaxxke BO BpeMs WIPhl HE CTOMT OTKIIOYAaTh aHTHUBUpPYC. [loka ThI Wrpaems, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JIMYHBIX JTaHHBIX

OObIuHOW Kpakeld JeHer M JOKYMEHTOB CErOAHs YK€ HHMKOrO He YJIUBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUI 3JI0yMBIIIJIEHHUKU MEPEMECTUIIUCh B UHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCS
"TroOUMBIM" TEIIOM.

Tak mosiBuiach HOBas yrpo3a: MHTEPHET-MOIIEHHMYECTBAa WIM (DUIIMHI, TJIaBHAs L€Jdb KOTOPOIrO
COCTOUT B TIOJyYeHHH KOH(HICHIMAJIbHBIX TaHHBIX II0JIb30BaTeNe - JIOTMHOB W mapojeil. Ha
aHTIIUICKOM s3bIke phishing untaercs kak ¢umuHr (ot fishing - peiOHas 0B, password - mapoJn).
OcHOBHBIE COBETHI 110 00pbOE ¢ PUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl momo3peBaellb, YTO TBOS aHKETa ObLa B3JOMaHa, TO
HEOOXOIMMO 3a0JIOKMpOBATh €€ W COOOLINTh aJMHHUCTpPATOpaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnonp3yii 6e3onacHble B€O-CalThl, B TOM YHCIIE, MHTEPHET-Mara3uHoOB M MOMCKOBBIX CHCTEM;

3. Hcmonp3yii cnoHble ¥ pas3Hble Mapoid. TakuMm oOpa3oM, eciau TeOs B3IOMAKOT, TO
3JI0YMBIIIJICHHUKH TOJIy4aT IOCTYII TOJIBKO K OJHOMY TBOEMY NPOQHIIIO B CETH, a HE KO BCEM;

4. Ecau 1e0s B3OMalu, TO HEOOXOAMMO NPEAYIPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpPBIE JOOABIECHbI
y Te0s B JIpy3bsiX, O TOM, YTO Te€Os B3JIOMaJIM U, BO3MOXKHO, OT TBOEr0 MMEHHU OyAeT pacchlIaThCs
CraM | CCHUIKH Ha (PUIIMHTOBHIE CAlTHI,

5. YcranoBu HanexHsiil mapois (PIN) Ha MoOmbHBIH TenedoH;

6. OTKJII04YM COXpaHEHUe NapoJisi B Opaysepe;

7. He oTkpeiBaii (aiiibl u qpyrue BIOKEHUS B MUChbMax, Jake €CJIM OHM MPHIIUIM OT TBOUX JAPY3EH.
Jly4iie yTOUHM Y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (ailibl.

Hudposas pemyranus

Hudposass pemyrauust - O5TO HETaTHMBHAs WIM TO3UTUBHAas uWHpopMmanuss B ceThu o Teoe.
Komnpomerupytomast uHpopmanusi, pa3MelIeHHass B HHTEpHETE, MOXXET CEpPbEe3HBIM 00pa3oMm
OTpasuTbCs Ha TBOEW peanbHOM >xu3HH. "LludpoBas pemyramms" - 3TO TBOW HUMMIK, KOTOPBIHA
bopmupyetcs u3 uHGopmalu o Tede B MUHTEPHETE.

TBoe MecTO JKUTENbCTBA, ydeObl, TBOE (MHAHCOBOE IOJOXKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUINBACTCS B CETH.

MHorue moIpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K TmyOnmkarmu ndHoi nHpopmarmu B UHTEpHETE,
HE MOHMMAas BO3MOXHBIX MOCHEACTBUNA. ThI 1a)ke HE CMOXKEUIb JOralaThCsl O TOM, YTo (oTorpadus,

pasMEIICHHasA 5 ner Ha3aza, cTajia HpH‘IHHOﬁ OTKa3a INPpUHATH TeOs Ha pa60Ty.



Kommenrapuu, pasmemieHue TBoux (ortorpadguii u apyrue AEHCTBUS MOTYT HE HMCUE3HYTb Jaxe
MOCJIE TOTO, KaK Thl UX yJalHIlb. Thl HE 3HAEMIb, KTO COXpAaHWII 3Ty UH(OpPMAILIKIO, MOTaja J1 OHa B
MIOMCKOBBIE CHCTEMBI U COXPaHMUJIACh JIM OHA, a TJIABHOE: YTO IMOAYMAIOT O Te0e OKPYKAOIIHE IO,
KOTOpBIC HAWIYT W YBUIAT 3T0. HaliT mHpOpMAIMI0 MHOTO JIET CIIYCTS CMOXKET JIF0OOH - Kak W3
JOOPBIX MOOYKIEHUH, TaK U ¢ HAMEPEHUEM NIPUUUHUTB BPeJ. DTO MOKET OBbITh KTO YTOJIHO.
OCHOBHBIE COBETHI I10 3aIUTE [UPPOBOI PEITyTaIIH:

1. [Toxymaii, mpexe 4eMm 4uTo-TO IyOJIMKOBaTh W IepefaBaTh y ceds B OJore wiy B COUUATBHON
ceTH;

2. B mnacrpoiikax mnpoduias ycTaHOBM OTpaHUYEHHs] Ha MPOCMOTP TBOEro MNpoQuis U €ro
COZEPKUMOTO, CAIeTIall ero TOJAbKO "1Is Apy3eit';

3. He pa3memiaii u He yka3piBail WHGOPMAIMIO, KOTOpas MOXKET KOTO-JIMOO OCKOPOJSATH WU
00MXaTh.

ABTOpCKOE IpaBo

CoBpeMeHHbIe HIKOJIBHUKU - AKTUBHBIE MI0JIb30BaTENHN IIM(PPOBOTo npocTpaHcTBa. OIHAKO JTAJIEKO HE
BCE€ 3HAIOT, YTO IOJIb30BAaHHE MHOTMMH BO3MOXHOCTSIMH IH(PPOBOro mMupa TpedyeT COONI0aeHHUs
NpaB Ha UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTD.

TepmuH "uHTENIEKTyaIbHAsi COOCTBEHHOCTB'" OTHOCHUTCSI K PA3JIMUYHBIM TBOPEHHSM YEJI0OBEYECKOrO
yMa, HauuHas ¢ HOBBIX M300pETEHUIl M 3HAKOB, 00O3HAYAIOUIMX COOCTBEHHOCTh Ha NMPOAYKTHl U
YCIOYrH, W 3aKaHyuBass KHUramu, QortorpadusiMu, KUHHOPHUIBMAMH W  MY3BIKaJbHBIMH
IIPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO IIPaBa HAa MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTb Ha INPOU3BEIACHMS HAYKH,
JUTEpaTypsl U HCKycCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KadyeCTBE TIapaHTUM TOro, YTO
MHTEJUICKTYalbHBII/TBOPYECKUI TPy aBTOpa He OyIeT HampacHbIM, JacT €My CIIPaBeUINBbIC
BO3MOXHOCTH 3apa0oTaTh Ha pe3yjibTaTaXx CBOETO TPYZAd, MOIYYUTh HM3BECTHOCTh M NpPU3HAHHE.
Huxto 6e3 paspelieHust aBTopa He MOXKET BOCIPOM3BOAMTH €0 NPOU3BEJECHUE, PacIpOCTPAHSATh,
nyOJIMYHO JEMOHCTPUPOBATh, IMpoOJaBaTh, HMIOPTUPOBaTh, IIyCKaTb B IPOKaT, IyOIMYHO
UCTIOJIHSATh, TOKAa3bIBATh/UCIIONHATH B dHpe UK pa3memars B lHTepHere.

Hcnonp3oBanue "nmupaTckoro” mporpaMMHOr0 00ecreueHusl MOKET MPUBECTH K MHOI'MM PUCKAaM: OT
NOTEpU JaHHBIX K TBOMM AaKKayHTaMm /0 OJIOKMPOBKH TBOETrO YCTPOMCTBA, IJ€ YCTaHOBJIEHA
HenerajbHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYLIECTBYIOT JIETaJlbHbIE U O€CIUIATHBIE
IPOrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O noprane

CeteBnuOK.pd - TBOM INIaBHBIA COBETYHK B CETH. 371€Ch Thl MOXKEIIb Y3HATh O OE30IIaCHOCTH B CETH
HOHSATHBIM U JIOCTYIIHBIM $3bIKOM, a NP BO3HMKHOBEHUHM KPUTHYECKOW CHUTYyallMM OOpaTUThCA 3a

COBETOM. A Taxke MNPHUHATD Y4aCTUC B KOHKYPCax U CTaTb CaMbIM I_II/I(l)pOBLIM l"pa)K,Z[aHI/IHOM!



